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e tool per lo sviluppo rapido

e ad alta velocita (Ethernet, USB, CSI, ecc)
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g on site
| Big Player

Inizio lento, sviluppo dedicato
Supporto per TF

Supporto per Raspberry Pi
Costo sostenibile inferiore a
100%

Nvidia Jatson e Google Coral



Google Coral TPU




Coral & Raspberry pi

Sono compatibili ?




Coral & Raspberry pi 3

S| ma con prestazioni
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<-USB 2.0 USB 3.0 ->




Coral & Raspberry 4
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Full Match




Nano

chitettura GPU:

* NVIDIA Maxwell™ con 128 core CUDA®
® Disponibili 472 GFLOP per reti neurali
® Compatibile con PyTorch

® Compatibile con TensorFlow



ano

3.0, USB 2.0 Micro-B

ettore fotocamera CSI-2

onnettivita Gigabit Ethernet, M.2 Key E
Spazio di archiviazione microSD
Display HDMI 2.0 e eDP 1.4

Altri GPIO, 12C, 12S, SPI, UART
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e Learning

~ top - 23:43:47 up 11 min, 3 wsers, load average: 6.14, 8.31, 6.21
Tasks: total, 1 running, 228 sleeping, @ stopped, 1 zombie
%Cpuls): B.9 us, 2.1 sy, 0.8 ni, 96.3 id, ©.7 wa, ©.80 hi, ©.8 si, 0.8 st
KiB Mem: 4029464 total, 1196152 used, 2833312 free, 48992 buffers
KiB Swap: 3143676 fotal, 8 used, 3143676 free. 499064 cached Mem

B 259376 60788 29260
6 516288 42236 33600
B 3638068 143212 73820
6 448006 113668 51828
0 586292 54576 44356
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] ] 8 a
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2996 2412
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kwin
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top
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kworker8: 84
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watchdeg/1
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ne Learning

op - 23:43:47 up 11 min, 3 users, load average: @.14, ©.31, 8.21
! total, 1 running, 228 sleeping, @ stopped, 1 zombie
: B.9us, 2.1s5y, B.8ni, 96.3 id, B.7wa, 0.8 hi, 8.8 si, 0.9 st
4029464 total, 1196152 used, 2833312 free, 48992 buffers
3143676 total, 0 used, 3143676 free. 499064 cached Mem
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Environment to Machine Learning

top 23:43:47 up 11 min, 3 users load average: 8.14 31, 8.21
sks: 222 total 1 running, 228 sleeping 8 stoppec 1 zombie
8.9 2.1 sy, 0.8 96.3 B.7 w 0.8 6.9 8.8

168.1.34:57767 192 229173 .42 :443 ESTABLISHED K 1. 4D29464 total, 1196152 used, 2833312 free 48992
168.1.34:57778 192 .229.173.42:443 ESTABLISHED KiB Swap: 3143676 total, B used, 3143676 Tree, 499064
168 .4 .34:577M 192 .229.173.42:443 ESTABLISHED
168.1.34:57772 L2.22.182_.78:443 ESTABLISHED
168 .4 .34:57773 L2.22.182 _.78:443 ESTABLISHED
168.1.34:57774 L2.22.182_.78:443 ESTABLISHED
168 .4 .34:5777% L2.22.182.78:443 ESTABLISHED
168.1.34:57776 L2.22.182.78:443 ESTABLISHED 2446 kubuntu 28 B 380696
168 .4 .34:57777 L2.287.28.98:443 ESTABLISHED 7 root 0 0
168.1.34:57778 L2.287.28.98:443 ESTABLISHED —— =
168.1.34:57779 L2.287.28.98:443 ESTABLISHED 2864 kubuntu 28 18 34
168.1.34:57788 L2.287.28.98:443 ESTABLISHED 2119 kubuntu 20 B 124 637 2
168.1.34:57781 L2.22.182_.78:443 ESTABLISHED e — S —
168.1.34:57782 192 229 .173.42:443 ESTABLISHED e = 2 "8 as B . 8562 kth
168 .1 .34:57783 L2.287.28.98:443 CLOSE_WAIT 3 root 2 B :
168.1.34:57784 192 229 .173.42:443 ESTABLISHED
168 .1 .34:57786 34.198.72.39:443 ESTABLISHED
168.1.34:57787 34.198.72.37:443 ESTABLISHED
168 .1 .34:57738 34.198.72.39:443 ESTABLISHED

168 .1.34:57787 34.198.72.37:443 ESTABLISHED
168.1.34:57798 34.198.72.39:443 ESTABLISHED
168.1.34:57792 184.27.192 .92 :443 ESTABLISHED
168.1.34:57793 193.194.217.157:443 ESTABLISHED

| B (e [::]1:8 LISTENING
[::]:445 E==-1=01 LISTEMING
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Environment to Machine Learning

1 running, 228 sleeping @ stopped 1 zombie
8.9 2.1 o.e 96.3 8.7 w a.e 8.0 si 8.9 st

top - 23:43:47 up 11 mi
Tasks: 222 total

168 _1.34:57769 192 229 173 _42:443 ESTABLISHED KiB Men: 4029464 total 1196152 used, 2833312 free, 48982
168 .1 .34:57778@ 192229 .173.42:443 ESTABLISHED KiB Swap: 3143676 total, 8 used, 3143676 free. 499064
168.1.34:57771 192.229.173 .42:443 ESTABLISHED
168 .1.34:57772 52.22.1@02_70:443 ESTABLISHED
168 .1.34:57773 £2.22. 102 _70:443 ESTABLISHED
168.1.34:57774 52.22.1@02_70:443 ESTABLISHED
168 .1.34:57775 £2.22. 102 _70:443 ESTABLISHED
168.1.34:57776 52.22.102_70:443 ESTABLISHED
168 .1.34:57777 £2.207.28_98:443 ESTABLISHED
168 .1.34:57778 52.207_28_98:443 ESTABLISHED
168.1.34:57779 52 _20@7.28_98:443 ESTABLISHED 2064 kubuntu 2 s580-
168.1.34:57780 52.207_28_98:443 ESTABLISHED 2119 kubuntu 26 0 124679 36376 9€525 0. :
168.1.34:57781 £2.22.102_70:443 ESTABLISHED 22t libunty 20 & 24866 2996 2412 R 8.2 D1 B:60.14 top
168 .1.34:57782 192.229.173.42:443 ESTABLISHED S & oc o6 68 0082 kih
168.1.34:57783 £2.207.28_98:443 CLOSE_WAIT Sroot 28 B
168 .1.34:57784 192 .229.173.42:443 ESTABLISHED 4root 20 0
168 .1.34:57786 34.198.72_39:443 ESTABLISHED i
168.1.34:57787 34.198.72_39:443 ESTABLISHED root .

' 168.1.34:57788 34.198.72 _39:443 ESTABLISHED fue A

| 168.1.34:57789 34.198.72_39:443 ESTABLISHED — .
168.1.34:57790 34.198.72_39:443 ESTABLISHED 13 reot g
168.1.34:57792 184 _27.192.92:443 ESTABLISHED
168.1.34:57793 173.194.217_157:443 ESTABLISHED

[::1:135 [::1:0 LISTENING
[::1:445 [::1:0 LISTENING



Environment to Machine Learning

\ }Z,BKb %E,GKb ??,BKb ?G,GKD 62.5Kb
Wy -machine-2.local: 44467 => 202.146.4.100:http 5.80Kb 1.16Kb 297b
<= 102Kb 20.3Kb 5.08Kb
W&v-machine-2.local:59566 => 202.146.4.17:http 208b 1.18Kb 301b
== 208b 17.6kKb 4.40Kb
WB-machine-2.local:40258 => 202.146.4.2:http 10.7Kb 2.22Kb 568b
<= 74.1Kb 14.9Kb 3.72Kb
WS- machine-2.local: 40255 => 202.146.4.2:http 9.92Kb 2.07Kb 530b
== 590.4kb 11.9kKb 2.98kKb
WS- machine-2.local: 40256 => 202.146.4.2:http 8.05Kb 1.76Kb 435b
<= 55.8kb 11.2Kb 2.80Kb
WS- machine-2.local: 40261 => 202.146.4.2:http 10.1Kb 2.82Kb 517b
<= 49.9kb 9.98Kb 2.49Kb
WEBmachine-2.local:40257 => 202.146.4.2:http 11.5Kkb 2.39Kb 611b
== 37.6Kb 7.56Kb 1.89Kb
G- machine-2.local: 40259 => 202.146.4.2:http 10.7Kb 2.23Kb 570b
<= 18.2Kb 3.68Kb 943b
Wl -machine-2.local:33464 => kul@6s@6-in-fi16.1e10:https @b 1.66Kb  424b
== b 4.08Kb 1.02Kb

cumm: 32.5KB peak: 83.4Kb 4Kkb 24.5Kb

: 156KB
TOTAL: 189KB 519Kb 519Kb 148Kb 37.2Kb



Environment to Machine Learning

\ }2+5Kb %5+6Kb ??+5Kb ?ﬂ+ﬂKb 62.5Kb
Wy -machine-2.local: 44467 => 202.146.4.100:http 5.80Kb 1.16Kb 297b
== 1602Kkb 206.3Kb 5.08Kb
W&v-machine-2.local:59566 => 202.146.4.17:http 208b 1.18Kb  301b
== 208b 17.6kKb 4.40Kb
WB-machine-2.local:40258 => 202.146.4.2:http 10.7Kb 2.22Kb  568b
== 74.1Kb 14.9kKb 3.72Kb
WS- machine-2.local: 40255 => 202.146.4.2:http 9.92kb 2.07kb  536b
== 590.4kb 11.9kKb 2.98kKb
WS- machine-2.local: 40256 => 202.146.4.2:http 8.05Kb 1.76Kb 435b
== 55.8Kb 11.2Kb 2.80kKb
WS- machine-2.local: 40261 => 202.146.4.2:http 10.1Kb 2.82Kb 517b
<= 49.9kb 9.98Kb 2.49Kb
WEBmachine-2.local:40257 => 202.146.4.2:http 11.5Kkb 2.39Kb 611b
<= 37.6Kb 7.56Kb 1.89Kb
G- machine-2.local: 40259 => 202.146.4.2:http 10.7Kb 2.23Kb 570b
<= 18.2Kb 3.68Kb 943b
Wl -machine-2.local:33464 => kul@6s@6-in-fi16.1e10:https @b 1.66Kb  424b
<= ob 4.08Kb 1.82Kb

cumm: 32.5KB peak: 83.4Kb 83.4Kb 24.5Kb

: 156KB
TOTAL: 189KB 519Kb 519Kb 148Kb 37.2Kb
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Ine Learning

Disk + Lan
Malware
Data Stolen




Ine Learning

CPU + Lan
Malware
Activity Monitoring
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uppa nel tempo:




Serie Storiche Multivariate

Le variabili delle serie storiche non dipendono solo da se stesse

(Autocorrelate)
ma spesso dipendo anche da altre variabili (Cross-Correlate)

Queste relazioni multiple vanno considerate al fine di migliorare le
capacita predittive

Tuttavia questo aumenta enormemente le capacita di calcolo necessarie



Nel caso del raspberry l'utilizzo deql
algoritmi delle Time-Series potrebbe non
essere la scelta migliore
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Quale alternativa potrebbe funzionare?
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del Rilevatore

ection Classification
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del Rilevatore




Riferimenti Software suggeriti
per Raspberry

* Numpy per il calcolo matriciale e metriche

e Sklearn per implementazione Isolation
Forest

* Sklearn per implementazione Classificatore



classification scikit-learn

algorithm cheat-sheet

NOT
WORKING

get

NOT

WORKING more
data i
NO y
>50 1
YES NO o e T I'egreSSIOII
Text WORKING YES <100K
Data samples -

YES

do you have -

YES _
NO,

labeled <100K - few features or
NO data samples should be WORKING
YES \ important /

number of
categories
known

predicting a \
quantity

Just '
looking ®% e NoT ctre
WORKING
WORKING
YES
<10K
samples NO

clustering

dimensionality
{  predicing ;
reduction




Come contattarmi

@} annino.nicolo@gmail.com

in nicolo-annino



mailto:annino.nicolo@gmail.com

Riferimenti per Machine Learning

Machine Learning Italia

g2 laml

ITALIAN ASSOCIATION FOR MACHINE LEARNING



“Il confine tra realta e fantasia giace sul palmo della mano”

Grazie per I’ascolto

DEALARM i
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