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Who am I

Sistemista/DevOps da sempre appassionato all'hacking.
La sua passione nasce accostandosi a realtà come il 
FreakNet e co-fondando l'hacklab a Palermo.
Con alle spalle un passato da IT Specialist presso 
Unicredit, attualmente si occupa dell'automazione di 
reti&sistemi e sviluppo per Viral Digital Strategies.
Socio del Fablab Palermo, FreeCircle GLUG, e del Museo 
dell'Informatica Funzionante, crede fermamente 
nell'opensource e nel "codice sorgente come mezzo di 
evoluzione personale e sociale".
Il suo motto? 

● "Talk is cheap. Show me the code." 
     (Linus Torvalds)



IOT DEVICE



IOT Device

● Domotic [HVAC, SAC, FA, FLS, Lights&E.Appliance]
● Robotic
● Intelligent transportation system
● Biomedical
● Industrial Monitoring
● Telemetry
● Surveillance
● Smart Grid
● Smart City
● Embedded system
● Agricolture
● Zootechnics
● And more ...
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IOT {in}Security



IOT inSecurity



IOT inSecurity

Kill a Jeep on the Highway !

+ 500.000 hackable automobiles

Total Remote Control from Internet

Chris Valasek's and Charlie Miller's 
pivotal research on hacking into Jeep's 
presented at DEFCON in 2015.



IOT inSecurity

Data from connected CloudPets teddy bears leaked and 
ransomed, exposing kids' voice messages



IOT inSecurity

Hackers Can Disable a Sniper Rifle - Or Change Its Target

Security researchers Runa Sandvik, left, and husband Michael 
Auger have figured out how to hack into a Tracking Point 
TP750 rifle to disable it or control the trajectory of its bullets

Changing a single number in the rifle’s software made the 
bullet fly 2.5-feet to the left, bullseyeing an entirely different 
target.

Thankfully TrackingPoint rifles are designed not to fire 
unless the trigger is manually pulled.
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IOT inSecurity

NEED MORE PWNING STORY???
https://github.com/nebgnahz/awesome-iot-hacks
https://github.com/jaredthecoder/awesome-vehicle-security

https://github.com/nebgnahz/awesome-iot-hacks
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IOT Security

CHALLENGES
• IoT devices have less resource such as less processing power, storage space, 
memory etc.
• Firmware upgrade are not straight forward.
• Not easy to apply security patches.
• Current antimalware, endpoint security software can’t be installed on all IoT’s.
• Data on cloud, hard to self hosted.
• Too much {in}Security.
• Too much mobile.
• OWASP topten and more.



IOT Security

IMPROVING
• Users should download software’s and updates only from vendors and trusted 
source, and always verify the integrity of downloaded software with SHA.
• Product vendors/developers and customers are all responsible for improving IoT 
device security.
• Implement and enable 2-factor authentications by default.
• Follow secure coding methods and always perform input validation to avoid. 
Cross-site scripting (XSS), SQL injection and Buffer Overflow (BoF) vulnerabilities
• Enforce an effective passphrase policy, not short and hard, but long and easy to 
memorize.
• Always use encryption for communication.
• Vendors should think on ease of use vs security.
• People should think that, too.
• Network Isolation and Monitoring [vlan, firewall, IDS/IPS, NMS].
• Isolated Mobile.
• Complex but possible: selfhosted service. Not public/private cloud.
• Remember OWASP iot top ten.
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Dowse :: local area network rabdomancy



IOT Security

Dowse is a transparent proxy facilitating the awareness of ingoing and outgoing connections from 
and to a local area network.

Provides a central point of soft control for all local traffic: from ARP traffic (layer 2) to TCP/IP (layer 3) 
as well application space, by chaining a firewall setup to a trasparent proxy setup. A core feature for 
Dowse is that of hiding all the complexity of such a setup.



IOT Security

Dowse takes control of a LAN by becoming its DHCP server and thereby assigning itself as 
main gateway and DNS server for all clients. It keeps tracks of assigned leases by MAC 
Address. DNSMasq is the DHCP and DNS daemon.

All network traffic is passed through NAT rules for masquerading. HTTP traffic (TCP port 80) 
can be filtered through a transparent proxy using an application layer chain of Squid2 and 
Privoxy.

All IP traffic is filtered using configurable blocklists to keep out malware, spyware and known 
bad peers, using Peerguardian2 and Iptables.

All DNS traffic (UDP port 53) is filtered through Dnscap and analysed to render a graphical 
representation of traffic. It is also possible to tunnel it via DNSCrypt-proxy, encrypting all traffic 
(AES/SHA256) before sending it to DNSCrypt.eu or other configurable servers supporting this 
protocol.

In the future, traffic of all kinds may be transparently proxied for monitoring, filtering, and 
transformation by other applications loaded on the Dowse device.

All daemons are running as a unique non-privileged UID. The future plan is to separate them 
using a different UID for each daemon.
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https://github.com/nebgnahz/awesome-iot-hacks
https://github.com/jaredthecoder/awesome-vehicle-security
http://www.iotcrimes.com
http://illmatics.com/Remote%20Car%20Hacking.pdf 
https://blog.codinghorror.com/password-rules-are-bullshit/
https://www.owasp.org/index.php/OWASP_Internet_of_Things_Project
https://shodan.io
https://www.dyne.org/software/dowse/
https://senseiserver.io
http://www.fablabpalermo.org
http://thefreecircle.org
http://viralds.it
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The Truth



Thanks and 
goodbye

Fablab&Free Circle - Palermo
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