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09.00 Registrazione dei partecipanti
09.30 Saluti e inizio dei lavori

Sessione mattutina
Moderatore;: Marcello Masotto

10.00 Introduzione al Free software
Lorenzo Faletra

1030 GDPR 2016/679: conformi entro
il 2018, cosa bisogna sapere?
Adriano Bertolino

Blockchain, bitcoin e altro
Daniele Mondello

11.30 Coffee Break

12.00 Introduzione alla crittografia
Nanni Bassetti
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Resistenza digitale:
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Cyber Warfare | |
Girolamo Daniele Bruneo
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Who am |

Sistemista/DevOps da sempre appassionato all'hacking.
La sua passione nasce accostandosi a realta come il
FreakNet e co-fondando I'hacklab a Palermo.

Con alle spalle un passato da IT Specialist presso
Unicredit, attualmente si occupa dell'automazione di
reti&sistemi e sviluppo per Viral Digital Strategies.
Socio del Fablab Palermo, FreeCircle GLUG, e del Museo
dell'Informatica Funzionante, crede fermamente
nell'opensource e nel "codice sorgente come mezzo di
evoluzione personale e sociale".

Il suo motto?

* "Talk is cheap. Show me the code."
(Linus Torvalds)
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|OT Device

* Domotic [HVAC, SAC, FA, FLS, Lights&E.Appliance]
* Robotic

* Intelligent transportation system
* Biomedical

* Industrial Monitoring

* Telemetry

* Surveillance

* Smart Grid

* Smart City

* Embedded system

* Agricolture

* Zootechnics

* And more ...
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Smart Home
Wearables

Smart City

Smart Grid
Industrial Internet
Connected Car
Connected Health
Smart Retail

Smart Supply Chain

Smart Farming
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IOT InSecurity

Kill a Jeep on the Highway !

i R

+ 500.000 hackable automobiles Chris Valasek's and Charlie Miller's

pivotal research on hacking into Jeep's
Total Remote Control from Internet presented at DEFCON in 2015.




IOT InSecurity

Data from connected CloudPets teddy bears leaked and

ransomed, exposing kids' voice messages
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IOT InSecurity

Hackers Can Disable a Sniper Rifle - Or Change Its Target

Security researchers Runa Sandvik, left, and husband Michael
Auger have figured out how to hack into a Tracking Point
TP750 rifle to disable it or control the trajectory of its bullets

Changing a single number in the rifle’s software made the
bullet fly 2.5-feet to the left, bullseyeing an entirely different
target.

Thankfully TrackingPoint rifles are designed not to fire
unless the trigger is manually pulled.
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IOT InSecurity

NEED MORE PWNING STORY???

https://github.com/nebgnahz/awesome-iot-hacks
https:/igithub.com/jaredthecoder/awesome-vehicle-security

A curated list of awesome resources, books, hardware, software, applications, people to follow, and more cool stuff about
. vehicle security, car hacking, and tinkering with the functionality of your car.



https://github.com/nebgnahz/awesome-iot-hacks

IOT InSecurity

The OWASP Top 10 loT Vulnerabilities from 2014 are as follows:

Rank Title

11 e Insecure Web Interface

12 » Insufficient Authentication/Authorization

13 e Insecure Network Services

14 e Lack of Transport Encryption/Integrity Verification
15 * Privacy Concerns

16 e Insecure Cloud Interface

17 * Insecure Mobile Interface

18 e Insufficient Security Configurability

19 e Insecure Software/Firmware

110 » Poor Physical Security



IOT InSecurity

The search engine for [the Internet of Thlngs

Shodan is the world's first search engine for Internet-connected devices
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|OT Security

CHALLENGES

 |0T devices have less resource such as less processing power, storage space,
memory etc.

* Firmware upgrade are not straight forward.

» Not easy to apply security patches.

« Current antimalware, endpoint security software can’t be installed on all I0T’s.
» Data on cloud, hard to self hosted.

e Too much {in}Security.

* Too much mobile.

« OWASP topten and more.



|OT Security

IMPROVING

» Users should download software’s and updates only from vendors and trusted
source, and always verify the integrity of downloaded software with SHA.

* Product vendors/developers and customers are all responsible for improving loT
device security.

* Implement and enable 2-factor authentications by default.

» Follow secure coding methods and always perform input validation to avoid.
Cross-site scripting (XSS), SQL injection and Buffer Overflow (BoF) vulnerabllities
» Enforce an effective passphrase policy, not short and hard, but long and easy to
memorize.

« Always use encryption for communication.

* Vendors should think on ease of use vs security.

* People should think that, too.

* Network Isolation and Monitoring [vlan, firewall, IDS/IPS, NMS].

* |solated Mobile.

« Complex but possible: selfhosted service. Not public/private cloud.

« Remember OWASP iot top ten.



|OT Security
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|OT Security

Dowse :: local area network rabdomancy

dyne.org

Jowse

Teatures

* Easy to configure DHCP server with local hostname resolution on LAN W@//jf

* Hardcode MAC entries of known hosts to protect from arp spoofing
¢ Basic, fairly secure, iptables firewall configured on the fly for NAT

e Fast caching of HTTP traffic also helps to save bandwidth

* Eliminates most Internet advertisements from all websites

e Transparent proxy avoid the need to configure browsers proxies
» Usable and easy to administer with basic GNU/Linux sysadmin skills



|OT Security

(Provisional scheme, project style may differ)
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Dowse is a transparent proxy facilitating the awareness of ingoing and outgoing connections from
and to a local area network.

Provides a central point of soft control for all local traffic: from ARP traffic (layer 2) to TCP/IP (layer 3)
as well application space, by chaining a firewall setup to a trasparent proxy setup. A core feature for
Dowse is that of hiding all the complexity of such a setup.



|OT Security

Dowse takes control of a LAN by becoming its DHCP server and thereby assigning itself as
main gateway and DNS server for all clients. It keeps tracks of assigned leases by MAC
Address. DNSMasq is the DHCP and DNS daemon.

All network traffic is passed through NAT rules for masquerading. HTTP traffic (TCP port 80)
can be filtered through a transparent proxy using an application layer chain of Squid2 and
Privoxy.

All IP traffic is filtered using configurable blocklists to keep out malware, spyware and known
bad peers, using Peerguardian2 and Iptables.

All DNS traffic (UDP port 53) is filtered through Dnscap and analysed to render a graphical
representation of traffic. It is also possible to tunnel it via DNSCrypt-proxy, encrypting all traffic
(AES/SHA256) before sending it to DNSCrypt.eu or other configurable servers supporting this
protocol.

In the future, traffic of all kinds may be transparently proxied for monitoring, filtering, and
transformation by other applications loaded on the Dowse device.

All daemons are running as a unique non-privileged UID. The future plan is to separate them
using a different UID for each daemon.
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https://github.com/nebgnahz/awesome-iot-hacks
https://github.com/jaredthecoder/awesome-vehicle-security
http://www.iotcrimes.com
http://ilimatics.com/Remote%20Car%20Hacking.pdf
https://blog.codinghorror.com/password-rules-are-bulishit/
https://www.owasp.org/index.php/OWASP _Internet_of Things_Project
https://shodan.io

https://www.dyne.org/software/dowse/
https://senseiserver.io

http://www.fablabpalermo.org

http://thefreecircle.org

http://viralds.it
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The Truth

package main

import |
Ilfmtll
"strings"
)

func endsWith(sl, s2 string) {
if strings.Contains(sl, s2) {
fmt.Println(s2, "is the end of", sl)
}

}

14 func main() {

15 endsWith("IDIOT", "IOT")
16 7}

17

"1dI0T.go" 17L, 194C




Thanks and
goodbye

Fablab&Free Circle - Palermo
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